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Our Education Centre.
The central point of all our activities for PC and Apple users.

Unit 5 and 6 HarbisonCare, 2 Charlotte St, Burradoo, 2576, NSW.
www.shcug.org.au

How to join SHCUG.
Visit our Education Centre and drop in at one of our weekly activities to collect an application form.
Payment can be made in cash or by cheque and handed to a tutor.
Alternatively, send the application form and cheque, made out to SHCUG, to the following address:
The Treasurer,SHCUG,c/-HarbisonCare, 6/2 Charlotte St, Burradoo, NSW, 2576.

!

Renewing memberships.
Renewal forms are sent out each year in early December to all current members by email, with all the
relevant information needed to renew membership for the upcoming year.

!
Correspondence: Letters to the committee can be addressed to 2015committee@gmail.com
!
Weekly activities held in Unit 5 and 6.
Monday mornings, from 10 to 12 noon
Monday afternoons, from 1 to 5 pm.
First Tuesday of the month,
from 10 am to 12 noon.
Wednesday mornings.

!

Members Helping Members. J&M Oprey
Apple Group
Richard Spear
Martina Oprey
Genealogy
Maxine Gray

4862-1584
4872-1960
4862-1584
4869-4958

Tutoring by appointment.

4869-4958

Maxine Gray

Upcoming events.

Proposed presentation on Peer to peer file sharing networks and Malware.

!
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Minutes Secretary

From your committee.

We are already in the last month of autumn, how time is flying past. Your committee met on Friday,
May 13, discussing the running of SHCUG. The main topic for discussion was ‘how the new Internet
sharing system with HarbisonCare’ was going. Our president did meet with Laura Sommer, the new
IT person of HarbisonCare on Thursday, May 12 and had a very constructive discussion with her. We
can honestly say that all committee members are very pleased with this new system. It is not too hard
to manage but most importantly, it gives SHCUG good security and sufficient download offered for
the amount of money we pay Harbison Care each month.

!

Your committee also discussed the idea of introducing an “Introduction to computing” session. This
would be for members who have limited computer skills and wish to improve on these. Starting such a
session will depend largely on finding a suitable coordinator but also receiving enough interest from
members wanting to participate. If you think you would benefit from such a session, please email your
request to: 2015committee@gmail.com

!
Our finances are healthy and member numbers also are slowly on the increase. So, all is good.
!

We received an email from Brian Graham, advising us that the free upgrade of Windows 10 will expire on July
29 (see page 8). Will PC users have to pay to upgrade to Windows 10, after this date????.

!

In this issue of Keyword (page 4,5 and 6) Martina has written an article about peer to peer networks and
another on malware. These are not easy subjects, either to write about or to understand easily. Members who
found these articles difficult to comprehend and/or wish to know more about it, please let us know. If enough
interest is shown for one or both subjects, your committee is happy to organise a presentation about both. Let
us know by emailing to: 2015 committee@ gmail.com

!

The Internet is a fabulous invention and all members should enjoy it fully. There are websites to be found on
every topic you can think off. Websites that offer items for sale, how to repair things, reviews on new gadgets,
just to much to name.

!

If you were asked to find a recipe for Angel food cake or a second hand wheel in good condition for a 2005
Subaru Deluxe Inpreza for example, would you know how to get there. Members who find that their research
skills could be improved upon are invited to come along to the Monday help sessions. We have tutors who can
show you how it is done.

!
!
From your committee.
!
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Peer to Peer, how it works.
In our February Keyword (page 6) there was a warning to “never install programs from p2p networks”. Lack of
time and space prevented me from explaining this further. When I received a message recently, alerting me that
the Apple OSX had been targeted with ransom-ware, I thought I had better explain how this can occur.

!

One way of sharing files and documents is by emailing them. We can also copy them onto a USB drive, use the
‘Dropbox’ app or a ‘Cloud’ storage application. Another way of sharing files and documents is by a network
system known as a peer to peer (p2p) file sharing network.

!

Two or more computers can form a simple p2p network. Each computer connected to this network doubles as
a client (consumer) and a server (supplier ) for the files it exclusively holds. It can be a simple network between
your own computers at home or a much larger network set up in an office. With this type of network you can
set up folders that are visible to each connected computer. Access rights to these files and folders is controlled by
setting the sharing permissions on each participating computer. Permissions can be set to allow access to every
file, folder and document stored on the hard-drives of these computers or for selected ones only. This type of
p2p network is quite save as users are know and trusted, keeping there computers protected agains viruses with
antivirus software.

!

Illustration shows how a P2p network
shares files between participating computers

!
!
!
!

However, when p2p networks are established over the Internet we get a different picture. First of all, the size of
the network expands greatly and the files available for sharing are innumerable. Rather than using a centralised
server (Web browser such as Firefox, Safari or Google chrome) a p2p software program ( there are many free
versions on the Internet) is used. This software program, when requested, can locate other computers that are
connected to the internet running this file sharing program that might have files on their hard drives that you
are looking for and want to download. Visa versa, these ‘other users’ running this file sharing software can find
files on your hard drive that they in turn can download. Because there are so many users in various locations all
over the world participating in this file sharing network, it comes with a high risk. None of the users on this file
sharing network are known to you personally. If you want access to their files, you have to trust them blindly as
well as giving total strangers access to your files.

!

Besides giving one another permissions to access each other’s hard-drives, there is little or no security on a p2p
network, as it is the responsibility of each individual user to have his/her computer protected with antivirus
software. Since p2p networks solely depend on trust, you have no way of knowing if all the users have done so
and their files free of viruses. Downloading files from a p2p network therefore exposes you to a high degree of
risk of being infected with any kind of malware.

!

File sharing technology and p2p software was designed to exchange large files such as music, movie, TV shows
and video files over the Internet, as they are too big to be emailed. Billions of these files are shared this way
each year, many of these might be illegal or pirated. People with malicious intent are forever looking for ways
to creep into our computers as cyber crime is very big business. P2p networks are favourite places for hackers
because music, movie and video files are very easily embedded with malware of any kind.
M Oprey
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Getting to know them.

Common Malware Types and what they can do.
Out there in Cyber space is an enormous amount of malicious software, capable of harming us. There are
many types and varieties that any of us, when using the Internet, could come across. To be able to deal with
this threat we should try and understand what malware is and how it can harm us. Once we understand how
they work and how we acquire them, we can better protect ourselves by avoiding getting in contact with them.

!

So, what is Malware.
Malware is short for malicious software. This software can be used to interfere with the functions of computers.
It can steal data, sneak past access controls, in short it causes harm to the computer system. In general malware
refers to a variety of malicious programs. Below are eight of the most common types of malware.

!

!

!

Virus.
A virus is a type of malware able to make copies of itself. Viruses often do spread to other
computers by attaching themselves to various software programs. When a user clicks and opens
an infected program the virus executes a code. These viruses can be spread through script files,
documents and cross-site scripting vulnerabilities in web apps. They can be used to steal your
information, banking details, create Botnets, do harm to host computers, networks and more.

Bot
A Bot, short for robot, is a software program that can perform specific actions automatically.
Initially created for relatively harmless purposes used in video gaming and online contests, now
we see bots increasingly being used for malicious purposes. Bots can be used in Botnets (robotic
networks) for DDoS attacks. They can also be used as spambots displaying advertisement on web
sites and for distributing malware disguised as popular search items on download sites.

Adware.
Adware is short for advertising-supported software and automatically delivers ads. Pop-up ads on
websites and also advertisements that are displayed by software are examples of adware. Most
adware is authorised and/or sponsored by advertisers to earn extra money. Some adware is just
used to deliver advertisements, but at times it can come bundled with spyware that is capable of
following user’s activity, stealing information and so on. A combined adware/spyware bundle is
significantly more dangerous than the adware software, by itself.

!

Ransomware.

!

As the name implies, this kind of malware holds a computer system captive while demanding a
ransom from its user. This malware blocks the user from logging into his computer by locking
down the system. The creator of this malware leaves a message on the screen, demanding x
amount of dollars to be paid to him to remove the restrictions. Ransom-ware typically spreads
like a normal worm (malware type) and could end up on computers through a downloaded file
or some other weakness in a network service.

Bug.
In our computer language a “bug” is a flaw that produces an undesired result. These flaws are
usually caused by errors made by humans and typically exist in the source code or compilers of a
software program. If the flaw is a small one it might only slightly effect a program’s behaviour.
More serious flaws found in a program causes computers to crash or freeze. Security bugs are the
most dangerous types, as they can allow attackers to bypass user authentication, override access
privileges, or steal data.
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!

Spyware.
As the name implies Spyware is a type of malware that is designed to spy on a user’s internet
activities without his/her knowledge. Amongst the spying capabilities are activity monitoring,
account informations, keystrokes, financial data, passwords and more. Spyware has often more
than one capability, such as being able to modify security settings of software and browsers so
that it can interfere with network connections. Spyware, like so many other viruses, do spread
themselves by taking advantage of weaknesses found in software programs. They can also
attach themselves to legitimate software programs or in Trojans.

Trojan Horse.
Another type of malware is a Trojan Horse, commonly referred to as a ‘Trojan’. A Trojan
disguises itself as a normal software program, thereby tricking users into downloading and
installing malware. A Trojan has the ability to allow a user with malicious intent access to an
infected computer, once that has succeeded, it is possible for the attacker to steal data such as
passwords, financial data and withdrawing money. It can install more malware, modify files,
monitor activity (screen watching, keystrokes, passwords), use the computer in Botnets (p2p), all
whilst the attacker who is responsible for all this Internet activity, remains unknown.

Worms.

A worm is amongst the most common types of malware. Worms do spread over the computer
networks by taking advantage of weaknesses in the operating systems. A worm can cause harm
to a host’s network by using its data allowance and overloading web servers. Worms can also
contain ‘payloads’ which are pieces of code written to perform actions on infected computers,
apart from spreading itself. This does cause damage to a host computer. Although worms can be classified as a
type of computer virus, there are several features that make a worm act very differently than common viruses.
A worm has the ability to duplicate itself and instead of spreading by human activity, it does it all by itself.

!

Symptoms of malware infected computers.
The above described malware do differ greatly in how they spread and infect computers but can
produce any of the following symptoms;

!

1 Increased CPU use.
2 Slow computer or web browser speeds.
3 Problems with connecting to the networks.
4 Computer freezes or crashes.
5 Computer behaving strangely.

6 Files being modified or deleted.
7 Appearance of strange files, programs or desktop icons.
8 Programs running, turning off or reconfiguring themselves.
9 Emails/messages being sent automatically without the user’s
knowledge.

Preventions and removal of malware.
There are several good rules each of us can follow to prevent being infected with malware.
Below are some of the things we can do to protect ourselves from being attacked by malware.

!

Install and run anti-malware software on your computer. When choosing a virus protection software choose a
program that has tools for detecting, isolating and removal of various types of malware. At the very least, this
software should protect you against viruses, spyware, adware, Trojans and worms. Combining anti-malware
software with a firewall will ensure that all incoming data gets scanned for malware and if it is detected can be
safely removed. Regularly update your computer’s operating system and the software programs you run. Lastly,
always be on your guard when downloading files, programs, attachments and so on. Downloads that appear
strange or are from an unfamiliar source are best avoided as they often do contain malware.

!

Despite all the pitfalls one can fall into, the Internet is a fabulous invention. By using it in a responsible manner
it can be enjoyed fully.
M Oprey
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Bits and Pieces.
For Windows users, sent in by Maxine Gray.

!

Sometimes you might want to copy text from a web site and paste it into a Word document for future use.
That’s easy enough just highlight, copy and paste, however when the text has a coloured background, could be
grey or blue, you don’t want to print it out like that so – how to remove that background colour.

1.

Select the text, copy and open up the word document THEN on the Home tab, click on the arrow under
PASTE and choose Paste Special and then Unformatted text and the background colour will disappear.

2

OR simply copy the text to Notepad, which will remove all formatting, and from there you can copy it to a
Word document or other software of your choice.

!
The following one is from Ron Cunnew.
!

A member from the Monday “Members Helping Members” group has some MS Works spreadsheets which he
would like to have brought forward to MS Excel format without the need to rewrite all the formulae. Should
you have a similar problem, find below how to go about this.

!

Works 6.0 and later.
Starting with version 6, Works saved spreadsheets as XLR files. Excel can read these files, but won’t open them
automatically. To do so, open Excel, click “File”, “Save as” and then set the “Save as type” and select your
Works spreadsheet. Re-save your file to create a current Excel copy.

!

Older Works Versions.
Prior to Works 6.0, Works saved spreadsheets as WKS files, which Excel can’t open. To change one of these
files, open it in Works. Click “File” and “Save as” and choose “Excel 4.0/5.0 (XLS)” as the file type. Versions
of Excel starting with 2007 use XLSX files, but can still read and write XLS files. If you want to convert up to
XLSX, load the XLS in Excel and re-save it again using the “Excel Workbook” file type.

!
!
A few “Hidden features of the Mac”(OSX 10.9 and above), for Apple users.
!

Moving the Dock.
Most people seem to have the dock along the bottom edge of their screen, but if you are not happy with this,
you can move it to the right or left side of your screen. To do this click on the “System Preferences” icon on the
dock to open it and click on the icon of the dock to open this as well and change the settings for the dock.
However there is another way. Hold down the “Shift” key, click and hold the cursor on the ,dividing line, of the
dock and now you can drag it to the right or left hand side of the screen. If you don’t want the dock visible at
all, click on the “System Preference” icon on the dock to open it, click on the dock icon to open it. Activate
“automatically hide and show dock” by clicking in the little square.

!

Green Window Button.
Apple users who worked with older versions of the OSX will remember that by clicking on this green button
the window would resize. Now it behaves differently and if you click it, it will turn your document in full screen
mode. But by holding down the “Option” key and click, the previous behaviour of the window will return.
Hover over the green button with your pointer, press mouse button down and release the “Option” key, you will
now see how the icon has changed.

!
Anyone who knows neat tricks for PC and Apple, please forward these to martinaoprey43@gmail.com
!
M Oprey
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Notice Board
The
Southern Highlands Computer Users Group Inc
is proudly sponsored by

NBN node

!

Getting ready for
the
National
Broadband
Network.

Joke of the month.

!
Windows users please note
!

The free
Windows 10 upgrade
will expire

on
July 29
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