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Our Education Centre. 
The central point of all our activities for PC and Apple users.

   Unit 56 HarbisonCare, 2 Charlotte St, Burradoo, 2576, NSW. 
www.shcug.org.au 

How to join SHCUG.                                                                                                                                          
Visit our Education Centre and drop in at one of our weekly activities to collect an application form. 
Payment can be made in cash or by cheque and handed to a tutor. Fees are $40 single or $60 couple. 
Alternatively use EFTPOS transaction IMB Bank:  BSB number is: 641 800 and the account number is.
200456000, or send the application form and cheque, made out to SHCUG, to following address:  
The Treasurer,SHCUG,c/-HarbisonCare, 6/2 Charlotte St, Burradoo, NSW, 2576. 

Renewing memberships. 
Renewal forms are sent out each year in early December to all current members by email, with all the 
relevant information needed to renew membership for the upcoming year.  

Correspondence: Letters to the committee can be addressed to  2015committee@gmail.com   

Weekly activities held in Unit 56                                                                                    Contact 
Monday mornings, from 10 to 12 noon	 Members Helping Members.          J & M Oprey         4862-1584 
Monday afternoons, from 1 to 5 pm.	                           Apple Group	             Richard Spear      4872-1960 
	 	 	 	 	 	 	 	 	 	              Martina Oprey     4862-1584 
First Tuesday of the month, from 10 am onwards.	 Genealogy                    4871-2873   and   4868-1229	             
	 	 	          
Every 2nd and 4th Friday of the month, 	 	 Games Morning	  
from 10am to 12 noon.        	 	 	 	  

Upcoming events. 
  
In this issue. 
1  Cover-page and committee members. 
2 Joining and payment options, activities and contents. 
3  From your committee.   	 	 	 	 	 	 	 	 	 By your committee   
4 A Free Email Service that Provides Outstanding Privacy and Security	 	 By Chris Carvan 
5  How to Browse the Internet with Increased Privacy and Security	 	 	 By Chris Carvan 
6  How to Browse the Internet with Increased Privacy and Security, continue	 By ChrisCarvan 
7  What to do before selling your iPhone, iPad or iPod.  	 	 	 	 By Martina Oprey 
8   Sell-Buy-Swapp-Freebee.  	 	 	 	 	 	 	 	 By Martina Oprey 
9   Notice Board.  	 	 	 	 	 	 	 	 	 	 By Martina Oprey	  
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From your committee

PeterJohn

Rodney

Sue

Ron Martina

Our President, Rodney Andrews, has still not recovered from surgery done to his back, so for the time being it 
is your committee at the helm. On behalf  of  all our members we would like to send Rodney our very best 
wishes. 

Your committee met on Friday 6 April. The main subject of  discussion was SHCUG’s website. For far too long 
it hasn’t regularly been attended to, primarily through lack of  knowledge of  committee/members on how to 
manage it. Ron Cunnew has recently been able to do the most urgent updates but there is still more to do. The 
committee has decided that those parts they can’t do should be handed over to professionals in order to get 
them done. 

Please note that our gmail address has been changed to: shcugcontact@gmail.com 

Our Members Helping Members sessions have been well attended during March. On average we saw between 
25 and 35 members signing the attendance book each week. Our regular helpers where kept very busy during 
the morning sessions, solving problems and guiding the newbies through the first steps of  using their devices - 
Laptop, Tablet and a Smartphone. Also during the afternoons, there were more Apple users than usual in unit 
56, which was very pleasing. These meetings are not only about seeking help, but are also about sharing and/or 
demonstrating what we know. Chatting over a cup of  coffee with your fellow members can be very rewarding 
at times, as your are bound to pick up something of  interest whilst listening to others. If  you haven’t been to 
our Monday sessions yet, do drop by. You will find us in Scott Hall, from 10am to 12 noon and from 1 to 5pm 
in unit 56 (next door to Scott Hall). Visitors are always welcome too. 

Privacy, or the lack thereof, when using the internet is always a hot topic. Find two articles (page 4 to 6), sent in 
by Ron Cunnew, which makes interesting reading. Have you got an iPhone, iPad or iPod you want to sell? Go 
to page 7 and learn how to restore these devices back to the factory setting.  

Are you on Facebook? Well, there has been quite a bit of  dust flying around after it was revealed last month 
that over 86 million Facebook profiles had been harvested for Cambridge Analytica, in a major data breach. It 
is quite a complex story that involves a number of  players and companies. The bottom line is though that 
personal data, in whatever way it was obtained, was used to influence people politically (USA and UK). There 
is now a swing in progress against using Facebook, but deleting a Facebook account isn’t so simple. If  you use 
Facebook and are serious about ditching it but don’t know how, see Martina. She has downloaded instructions 
on how to delete a Facebook account and printed a few copies.  

Maxine Gray informed us that she has passed the baton of  the Genealogy group on to the new coordinators,  
Marie Clarke and Trishia Williamson. They are also the new contact people for the group.  

Your committee 



Email privacy and security is more important than most people think. Typically, users feel that their normal 
email chit chat is of  no interest to anyone. Not so.  

It is certainly of  interest to advertisers. It is of  interest to those who collect and sell data. And it is definitely of  
interest to hackers.  

If  you use Google Gmail, HotMail, Outlook, Yahoo and most other mail services you need to be aware that 
the companies that run these services have full access to your email. And if  you use an unencrypted email 
connection like those provided by many ISPs, then almost anyone can intercept and read your mail.  

That’s why you should never send (or receive) highly confidential information by email. This includes bank 
account and credit card details, login usernames and passwords and anything else you wouldn’t want a stranger 
to know.  

If  due to circumstances, you simply have to send confidential information by email, then split the information 
into more than one email. For example, include your credit card number on one email and the expiry date and 
security code on a separate email. The intended recipient can easily piece together the information but it’s 
much harder for a hacker to do so.  

An alternative is to text (SMS) the information in whole or part, to the recipient.  

An even better solution is to use a security-oriented email service and we are lucky that there is one particular 
such service that is not only fully secure and private but is also free. It’s called ProtonMail and can be accessed 
at https://mail.protonmail.com/login where you can create an account or login to an existing one.  

It’s based in Switzerland in order to be exempt from EEU and American legislation that requires service 
providers to give Governments access to client information. It is now the email service of  choice for those who 
require the highest level of  privacy and security and is widely used by numerous large corporations as well as 
journalists and whistleblowers. The service is free to casual users like you and me and this is funded by the paid 
service offered to high volume users such as corporations.  

Usage couldn’t be simpler. Just go to the website and create a free account. You only have to provide your 
desired username and password and nothing else. If  you require confidentiality I suggest you use a generic 
username rather than something linked to you. For example ccarvan@protonmail.com would be a bad choice 
while braindead@protonmail.com would be fine. 

Important: For the service to be secure both you and your email recipients must use ProtonMail. There is no 
point in only one of  you using Protonmail.  

I’m not recommending CCC members should move all their email to ProtonMail; that’s overkill. However next 
time you are dealing with confidential information such as sending one of  your children’s bank account or 
social security information then you should consider using this service. And if  you want to do some tax 
planning with your accountant, then ProtonMail is a much better option than using your current email 
account.  

https://mail.protonmail.com/login  

	 	 	 	 	 	 	 	 	 	 	 Sent in by Ron Cunnew 

A Free Email Service that Provides Outstanding Privacy and Security  
The original of  this article comes from Chris Carvan, leader of  Computers, Coffee and Chat. 

A course available to members of  U3A.  
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How to Browse the Internet with Increased Privacy and Security 
The original of  this article comes from Chris Carvan, leader of  Computers, Coffee and Chat. 

A course available to members of  U3A.  

Option 1: Harden your browser by adding privacy and security extensions  

There are dozens of  browser extensions designed to prevent websites learning more about you and they can 
also improve your security. Here are some popular ones for Google Chrome and most of  these are available for 
Firefox as well. All are free, safe to use and available from the Chrome and Firefox web stores.  

Privacy Badger (Firefox, Chrome): This blocks spying ads and invisible trackers. It's there to ensure that 
companies can't track your browsing without your consent. The extension is designed to automatically protect 
your privacy from third party trackers which load invisibly when you browse the web. As a bonus, your web 
browsing should be a little faster.  

Disconnect (Firefox/Chrome): This blocks third party tracking cookies and gives you control over all site scripts 
and elements from a simple-to-use toolbar menu. It also protects you from tracking by social networks like 
Facebook, Google, and Twitter, which use your browsing even off-site to collect data about you. Finally, 
Disconnect protects you from sidejacking (or widgetjacking), where an attacker can use stolen cookies to access 
personal data without having to know your password, with its Secure Wi-Fi feature.  

AdBlock Plus (Firefox/Chrome/Edge) blocks banner ads, pop-up ads, rollover ads and more. It stops you from 
visiting known malware-hosting domains, and also disables third-party tracking cookies and scripts. It has the 
right combination of  ease of  use, on-and-off  toggling and hands-off  management that makes it a tool that 
anyone can pick up and use. Power users can get their hands dirty with different subscription lists and tweaking 
the active lists they use, but basic users can enable it and walk away. Faster browsing is a free bonus.  

HTTPS Everywhere (Firefox/Chrome): Forces your browser to connect to websites using a secure encrypted 
connection thus preventing anyone spying on your sessions. It can break some sites that weren't meant to work 
with HTTPS though, so you may have to whitelist sites from time to time if  the secure version doesn't work. It 
may also slow down your browsing a little as HTTPS is a little slower than HTTP.  

NoScript (Firefox only) A very powerful tool to prevent script-based exploits and privacy leaks. It allows 
executable web content based on JavaScript, Java, Flash, Silverlight and other plugins only if  the site hosting is 
considered trusted by its user and has been previously added to a whitelist. It also offers specific counter 
measures against security exploits. On the downside it often breaks websites that have not yet been whitelisted.  

So which extensions just should you install?  

Most CCC users would be fine with just AdBlock Plus. If  you want to go further than add either Privacy 
Badger or Disconnect. The problem here is overlap and duplication of  function so adding more plugins may 
only marginally improve privacy.  

If  you install any or all of  these, you can test what information that is being leaked by your browser by visiting 
http://webkay.robinlinus.com/  

You will soon discover that none of  these extensions prevent your IP being leaked and some other information 
as well. To prevent disclosing your IP (and thus your location) you would need to use a VPN or use the Tor 
Browser both of  which will slow down your browsing and in the case of  Tor, dramatically so. 

Overall, I’m not in favour of  installing a lot of  security plugins to your browser even though it is a common 
practice of  the computer Technorati. For most users I think the next option is simpler and equally effective.  
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Option 2: Use Epic, a free privacy-based browser  

This browser is based on the Chromium just like Google Chrome, however, Epic Privacy Browser doesn't allow 
plug-ins, retains no history and blocks third-party cookies. With a single click, you can redirect your Web 
surfing through Epic's own built-in proxy, thereby hiding your IP address. Epic always broadcasts the industry 
standard "Do Not Track" message, but also actively works to detect and block ad networks, social networks and 
Web analytics systems that tracks your surfing activity. Across the board, it's designed for privacy.  

More specifically here’s what the Epic website states:  

Epic by default removes all Google services from Chromium so that your browsing does not go through 
Google’s servers. When you visit a search engine, Epic routes that request through a proxy server so that they 
can’t track you by your IP address. You can also manually turn on Epic’s built-in proxy anytime (it’s the icon on 
the right in the address bar). Epic removes referred data from the http header of  search sites that may leak your 
search terms. Epic blocks thousands of  trackers and widgets from tracking your browsing and searching across 
the internet. Epic has an encrypted data preference so whenever possible, Epic connects you securely over https 
wherever possible. This protects you from general surveillance and when you’re on a public WiFi network. Epic 
always blocks third-party cookies and sends a do-not-track me signal. Epic never collects any data about your 
browsing or searches. 

Epic services such as auto-fill in the address bar are local so that what you’re typing is never sent to any server. 
Epic is always in private browsing or incognito mode so that after you close Epic, all your browsing data and 
data stored on your system by websites is deleted.”  

Sound impressive? It is. It's an excellent product that works out of  the box so there is no hassle configuring 
settings of  extensions to your needs. The one click proxy is great; it works like a poor man’s VPN (Virtual 
Private Network) though like all VPNs and proxies, it will slow down your browsing somewhat. That is part of  
the price you pay for privacy.  

There are some other downsides. You can’t install plugins so products such as Web of  Trust, Roboform and 
LastPass can’t be installed in Epic.  

On the plus side, a lot of  common plugin functionality such as an ad blocker, and https everywhere are built in 
so there is no need to install these, they are already there and immediately available.  

Another negative is that Epic does not provide complete privacy and anonymity as the Tor Browser does. 
However, it is totally usable for everyday browsing while Tor is not. Besides, the level of  privacy offered is vastly 
superior to what you have when you use Google Chrome, Firefox or other standard browser.  

The good news is that Epic can co-exist with your standard browser such as Google Chrome, Microsoft Edge, 
Firefox etc. That means most of  the time you can use your normal browser and just use Epic when you require 
additional privacy and security such as when using a public Wi-Fi network.  

Epic is available for free for Windows and Mac from https://www.epicbrowser.com/ . I suggest you download 
it and install it as it’s handy to have available should you need it.  

	 	 	 	 	 	 	 	 	 	 	 Sent in by Ron Cunnew
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 What to do before selling your iPhone, iPad or iPod. 

You might have noticed by now that Keyword has an extra page called, Sell-Buy-Swapp-FreeBies. Any of  our 
members who has a digital device he/she wants to sell, give away or swap for something else, can have this item 
entered on this page. Email a good picture, together with all the relevant information of  the item, such as age, 
prove of  purchase (sales docket), selling price, contact address, to Keyword’s editor and she will do the rest.   

Before selling your digital devices, it might pay to polish them up a bit, so they look their very best. Also remove 
all personal data and files that are stored on them. Different devices running different operating systems, such 
as Microsoft, Android and Apple, do have different instructions for erasing data. Find below the instruction for 
the erasing of  personal data from Apple’s iPhone, iPad or iPod.  

Before an iPhone, iPad or iPod can be put up for sale or given away, all personal information that is stored on 
these devices has to be erased first. Don’t manually delete your Contacts, Calendars, reminders, documents, or 
photos or any other iCloud information whilst you are still signed in to iCloud with your Apple ID and pass 
word. This would delete all your content (data) from the iCloud servers and would also be deleted from any of  
the other Apple devices you are using that are also signed in to iCloud, with the same Apple ID and password.  

Find below steps to remove personal information from an iPhone, iPad or iPod.  
1. Back up your device to iCloud or any other storage system you might be using. 
2. Sign out of  iCloud and the iTunes & App Store as follows.                                                                                                

A.  If  your device is running iOS 10.3 or later, tap the “Settings” app to open it. Tap on your name. When 
the window opens, scroll down to the bottom of  the screen and tap on “Sign Out”. When asked, enter your 
Apple ID and password then tap “Turn Off ”.                                                                                                        
B. If  your device is running iOS 10.2 or an earlier platform, tap the “Settings” app to open it. Under 
Settings, find and tap on the “iCloud” icon. When it opens, scroll down to the bottom, then tap on “Sign 
Out”, then tap “Sign Out”again on the small tab that will come up. Final step, tap “Delete from My 
" (device) and enter your Apple ID and password. Press the Home button and tap “Settings” to open it, find 
and tap on the “iTunes & App Store” app. When it opens, tap on “Apple ID (followed by your name) and 
on the next small tab, tap on “Sign Out”.  Press the Home button. 

3. On the Homepage, tap the “Settings” app to open it, find and tap “General”, scroll down to the bottom 
and tap “Reset” followed by “Erase All Content and Settings”.  

4. If  asked for your device passcode or Restriction passcode, enter it, then tap “Erase (devise)”. 
5. By default your “Find my Phone” feature should be switched on and you might now be asked to enter your 

Apple ID and password. When the content of  your device has been erased  the “Find my Phone and your 
Activation lock” are now also turned off. 

When the erasing process starts, your iPhone will switch over to an Apple loading screen. This process will take 
a few minutes to complete and will completely erase your device of  all data, including information about debit 
or credit cards you added for Apple Pay and any photos, contacts, music or any apps you installed. It will also 
turn off  iCloud, iMessage, FaceTime, GameCentre and other services. Your data saved to iCloud will not be 
deleted when your device is erased and will still be accessible on any other Apple device(s) you use. When the 
process is completed and the iPhone boots up again, your device will be totally clean and unassociated with 
your Apple ID and password. 

If  you have an iWatch that is linked to you iPhone that you want to sell, you need to unpair it. To do this, place 
the iWatch close to the iPhone. On the iPhone’s Home screen, tap the “Apple Watch” app to open it. Go to the 
“My Watch” tab and tap your watch at the top of  the screen.  Find your iWatch in the list and tap the         but- 
ton that is beside it. On the next screen, tap on “unpair Apple Watch” then tap to confirm it. You will be asked 
to  enter your Apple ID and password to turn off  “ Activation Lock”. Please note: when you unpair an iWatch 
from an iPhone, it will erase the iWatch, restoring it to the factory setting.    

Your iPhone, iPad or iPod should now be ready to be put up for sale.  	 	 	 	 M.Oprey 

Most of  the above information is from several Apple Support websites (https://supportapple.com/en-au), 
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Sell-Buy-Swapp-Freebies
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Free to a good home: Dell computer screen and two Modems. 
If  interested email to shcugcontact@gmail.com, or collect from unit 56 HarbisonCare Burradoo.
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Notice Board
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     The  
    Southern Highlands Computer Users Group Inc  

      is proudly sponsored by

Wanted 

Have you got an article that you 
wish to publish in Keyword. 

Have you got something to sell, 
want to swap or give away, 

advertise it in Keyword. 

Please send it to 
shcugcontact@gmail.com
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