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Our Education Centre. 
The central point of all our activities for PC and Apple users.

   Unit 56 HarbisonCare, 2 Charlotte St, Burradoo, 2576, NSW. 
www.shcug.org.au 

How to join SHCUG.                                                                                                                                          
Visit our Education Centre and drop in at one of our weekly activities to collect an application form. 
Payment can be made in cash or by cheque and handed to a tutor. Fees are $40 single or $60 couple. 
Alternatively use EFTPOS transaction IMB Bank:  BSB number is: 641 800 and the account number is.
200456000, or send the application form and cheque, made out to SHCUG, to following address:  
The Treasurer,SHCUG,c/-HarbisonCare, 6/2 Charlotte St, Burradoo, NSW, 2576. 

Renewing memberships. 
Renewal forms are sent out each year in early December to all current members by email, with all the 
relevant information needed to renew membership for the upcoming year.  

Correspondence: Letters to the committee can be addressed to shcugcontact@gmail.com   

Weekly activities held in Unit 56                                                                                    Contact 
Monday mornings, from 10 to 12 noon	 Members Helping Members.          J & M Oprey         4862-1584 
Monday afternoons, from 1 to 5 pm.	                           Apple Group	             Richard Spear      4872-1960 
	 	 	 	 	 	 	 	 	 	              Martina Oprey     4862-1584 
First Tuesday of the month, from 10 am onwards.	 Genealogy	             	  4871-2873   and   4868-1229	  

Upcoming events. 
Games day, Friday 6 December, from 10am to 12 noon in Unit 56, HarbisonCare Burradoo. 
Morning tea, Monday 16 December from 10am to 12 noon in Scott hall, HarbisonCare Burradoo. 
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Come along and join us 

The Southern Highlands Computer Users Group 
is cordially inviting its members for 

morning tea. 
on Monday, 16 December 
from 10am to 12 noon.   

in Scott Hall, Harbison, Burradoo. 

Lucky door prizes to be won!!!! 

RSVP to: shcugcontact@ gmail.com  
by 12 December. 
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From your committee

Just a few more weeks and 2019 will also be history, where has the time gone! 

Your committee met on Friday, 1 November. Not much to report, except that the committee is preparing 
itself  for the upcoming AGM in early February. For this a number of  documents need to be finished by 
the end of  this year.  

As done in previous years, there will be a “ morning tea” held in Scott Hall on Monday 16 December, 
from 10am to 12 noon ( see page 3). This will also be our last “Members Helping Members” session for 
2019. Our tutors, no doubt, will enjoy the short break before we resume our sessions again, early in 
January 2020.  

On Saturday, 2 November, SHCUG had its Open Day. John and Martina arrived at unit 56 at about 
9.45 am. A little later there was a knock on the door, the first visitor had arrived. A few minutes later, just 
when Joseph Pearcey walked in, three more people arrived. Two joined on the spot and will attend the 
next “Members Helping Members” session. What a fabulous beginning we all thought, but sadly it did 
not continue, for the rest of  the day we did’t see anymore people, except our committee members. David 
Wills also kept us company. Most had brought their laptops along and kept Joseph busy with all sorts of  
questions. Sue Ticehurst brought along a yummy banana cake for morning tea and Lynette and 
Martina served lunch (fresh salad with pizza). We might not have been able to do much business for 
SHCUG, but we did make the most of  the day by having a nice get together with lots of  laughter.  

One of  our members did send our editor an interesting website about a malicious lightning cable. 
Martina has written an article about this potential harmful cable (see page 5).   

That is all folks. 

Your committee. 



We are nearly at the end of  another of  another year of  running SHCUG’s “Members Helping Members” 
sessions, being our sixth year. And what a year it has been. For those members who do not come regularly to 
these sessions, the following. In early March this year I received a call from a young man offering to help with 
our Monday help sessions. I had to explain to him that we could not offer him payment. He told me then that 
he was happy to volunteer his time free of  charge. How could I refuse an offer like that!!!!!  

The following Monday the young man, who introduced himself  as Joseph Pearcey, became a regular tutor and 
has become very popular with the regulars and other members alike. He is at home with Microsoft, Android 
and Apple systems and solves hardware and software problems with equal ease.  

Members who have come during the year to seek help with their devices have all gone home happy because, no 
matter the problem, Joseph had been able to fix it. Our regulars also have benefitted greatly from his know- 
ledge and expertise. Allan Gilbert, for instance, has been helped by Joseph all year to come to grips with the 
complicated software program “Audacity”, a music transfer program he had been struggling with before.  

Joseph in action, helping a Harbison resident.  

Since the beginning of  this year, Joseph has set up his own Community Technology Support business (see page 
7 for further information).  

Members Helping Members sessions, 2019.
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          Lightning Cable, 
    and 
                 the O.MG look alike
Many of  us would have a device that came with a lightning cable, for instance with a Smartphone, an iPhone, 
iPad, or a laptop that has a slot for a lightning cable. We also have at times lost or forgotten to take a lightning 
cable with us when on the road. Up to now it has been OK to borrow or buy a generic replacement. Sadly this 
is no longer the case. 

Earlier this year a security researcher developed and sold compromised lightning cables at Def  Con Las Vegas 
hacking convention for $200 a piece. This security researcher goes by the name of  MG and has called his 
invention the “O.MG” cable. He supposedly told “TechCrunch” that he picked Apple’s proprietary lighting 
cable because it was the trickiest one to hack and that the same technique would work on other USB cables. 

This O.MG lightning cable works just like the genuine cable that came with your devices, charging it or 
transferring files and folders to and fro between connected PCs, iMacs, iPads or iPhones. However the O.MG 
cable has been modified with a WiFi implant (wireless hotspot) that allows a hacker with the right software to 
tap into this and access the computer it’s connected to through a device in wireless range. If  a person with ill 
intent should use this cable, connected to a WiFi net work with external internet access, the cable could 
theoretically be used in hacking a connected computer from across the world. The attacker, using the cable, 
could then use the access to the computer in order to steal valuable information, delete all the data or even lock 
it down completely. The lighting cable also has a kill switch in it to erase the hacker's presence once they're 
done with their malicious work, remaining untraceable. 

The O.MG lightning cable initially could only be made by hand and therefore was rather expensive. GM now 
claims that he has found a way to mass produce the cable in a factory, which will allow thousands of  them to 
roll off  the assembly line. Very scary stuff.  

On the internet is a website called “Hak5” that sells hacking and cybersecurity tools. It is also listing the O.MG 
cable as being available through them. 

Apple has always recommended that we use only accessories that are certified by them, coming with the MFi 
badge. Apple also warns that counterfeit or uncertified lightning cables could potentially course damage to your 
iOs device. To identify a genuine Apple lightning cable, look carefully at the packaging it comes in. Further 
more an Apple Lightning to USB cable has "Designed by Apple in California" and either "Assembled in 
China," or "Assembled in Vietnam," or "Indústria Brasileira" on the cable about seven inches from the USB 
connector. You'll see a 12-digit serial number at the end of  this text (see images below). 

Several other differences can also be observed between the genuine Apple lighting cable and the counterfeited 
ones. The quality of  materials used and the workmanship of  the counterfeit cables is often inferior compared 
with the genuine ones. Below are examples of  the Lightning-connector end of  the Lightning to USB cable. 
The first of  each set of  the following three images are genuine Apple branded, the others are counterfeit or 
uncertified. 

From now on, be aware of  sharing and/or lending your own lightning cable to people un-know to you. 

	 	 	 	 	 	 	 	 	 	 	 	 By Martina Oprey
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     The  
    Southern Highlands Computer Users Group Inc  

      is proudly sponsored by

Notice Board


